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Decision/action requested

Approve this contributin as a solution to KI#2
2
References

3
Rationale

 This contribution proposes solution option 2 to “Key Issue #2: AMF Key Separation”: 

· Solution 2: proposes to deploy SEAF in both home and visit networks and a new key is derived by the home SEAF when UE switches from one AMF to another AMF. 

4
Detailed proposal

pCR
 **** START OF CHANGES ****
7.Y.
Solutions #Y : Provide Kamf Forward Security by adopting SEAF Functions in Home Network

7.Y.1
Introduction

This is a solution to address the Key Issue #2, “AMF Key Separation”. 

When 3GPP specifies the authentication framework for 5G in TS 33.501, SEAF is defined as an security anchor function, which stores key that is used for Kamf derivation. In the current specification, SEAF is collocated with AMF in the serving network. But, it was agreed that SA3 would revisit the functionality of SEAF in the release 16. 

To support forward security of Kamf when UE handover from one AMF to another one, a possible solution that SEAF function is separate from AMF and deployed as an independent functionality in serving network. 
7.Y.2
Solution Details

This solution assumes that SEAF is deployed independent from the AMF in the serving network. When UE swtiches from one AMF to another AMF, SEAF derives a new key for the new AMF when required by the new AMF. 

The details of procedure are presented in the figure 7.Y.2-1. 
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Figure 7.Y.2-1: procedure for AMF get a new key from SEAF


The procedures for fast reauthentication are as follows:

1. UE and AUSF perform mutual authentication

2. UE and SEAF stores Kseaf locally and maintain a counter for Kseaf

3. UE handover to a New AMF

4. The New AMF sends an AMFKeyRequest to SEAF

5. The SEAF function generate a Kamf with the locally stored Kseaf and a counter

6. The SEAF function send back a new Kamf to the New AMF in AMFKeyResponse, including both Kamf and counter for Kseaf derivation. 

7. AMF sends SecuirtyModeCommand message to UE, which includes the counter received from the SEAF. 

8. UE verifies the freshness of the counter by comparing it with the locally stored counter. 

9. If the counter is fresh, UE derives a new Kamf with the received counter and locally stored Kseaf. 

10. UE derives other keys with the new Kamf and verifies the MAC within the SecurityModeCommand message from AMF

11. UE sends back a SecrityModeComplete message to Kamf as specified in the TS 33.501

7.Y.3
Evaluation

TBA. 

    **** END OF CHANGES ****
